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1. OVERVIEW
Amazon Bedrock AgentCore is a modular AWS platform for building, deploying, operating, and governing production AI agents. It provides managed capabilities for configuration-first Harness agents and code-based Runtime agents, with Gateway, Memory, Identity, Observability, and built-in tools available as required. AgentCore lets enterprise applications connect agents to approved models, tools, services, and user context without placing cloud credentials or agent orchestration in the mobile client.
The sample application demonstrates an IT Helpdesk Assistant that lets employees submit IT issues, receive AI-guided troubleshooting help, save useful context to memory, and resume previous conversations.

A. Use case:
· Enterprise RAG (Retrieval-Augmented Generation)
· Chatbots & Virtual Assistants using Private/Enterprise Data
· Question Answering over Private Documents
· Agent and Tool Search
· Document-Based Information Retrieval
· Context-Aware AI Responses
· Customer Support & Internal Helpdesk Assistants
· Employee Agent Assistants
· Retrieval from Enterprise Data Sources
· Source-Grounded Responses with Citations
B. Features:
· Managed RAG: Build Retrieval-Augmented Generation (RAG) applications without managing the underlying retrieval infrastructure, vector databases, or indexing pipelines.
· Data ingestion & processing: Ingest data from sources such as Amazon S3 and supported enterprise data sources, with built-in document parsing, chunking, embedding, and indexing capabilities.
· Semantic & vector search: Retrieve relevant information from enterprise data using semantic and vector-based search capabilities.
· Reranking: Improve retrieval relevance by reranking retrieved results to identify the most useful content for a user query.
· Metadata filtering: Filter retrieval results using document metadata to provide more precise and context-aware results.
· Managed AgentCore resources: AWS manages the ingestion, indexing, storage, and scaling infrastructure, reducing the operational complexity of building a RAG system.
· Agentic retrieval: Use agentic retrieval capabilities to handle complex queries that may require multiple retrieval steps and reasoning.
· Source-grounded responses: Retrieve relevant content and source references to help applications generate responses grounded in enterprise data.
· Access-controlled retrieval: Support document-level access control so users retrieve only information they are authorized to access.
· Integration with foundation models: Connect retrieved knowledge with Amazon Bedrock foundation models to build context-aware AI applications and chatbots.
C. Percentage of re-use:
80%





2. GETTING STARTED
A. Prerequisites
	Before you start using the Amazon Bedrock AgentCore application, ensure you have the following: 
· HCL Foundry
· An AWS account
B. Devices
· Mobile
C. Platform
· Android
· iOS
D. Importing the App
To import the AWSBedrockAgents App to Volt MX Iris, do the following: 
To import the AWSBedrockAgents App, do the following:
1. Launch Volt MX Iris.
2. Click project, and then select Import. The Import  dialog box appears. 
[image: ]

3. Click From an Archive to navigate to the location of the project, select the files, and    then click Import. 
[image: ]
After you import the application, you can view the associated Foundry app connected at the  in Data & Services section.

[image: ]

E. Amazon Bedrock AgentCore Volt MX Foundry Services:
When you import the application to your Volt MX Iris project, the HCL Volt MX Foundry services of the Amazon Bedrock AgentCore are added to the HCL Volt MX Foundry app, which is associated with the Volt MX Iris project. While importing the AmazonBedrockAgentCore to your Volt MX Iris project, if there is no HCL Volt MX Foundry app associated with the existing Volt MX Iris project, a new HCL Volt MX Foundry app is automatically added to your HCL Volt MX Foundry environment and is associated with your Volt MX Iris.
1. [bookmark: _xwt3w768mqm9]Click the HCL Volt MX Foundry app associated with your Volt MX Iris project from the	Project Explorer. Click on DATA & SERVICES.

[image: ]

2. [bookmark: _d4q60cz8lm7c]Creating an Operation

To make any API call in the Volt MX Foundry console, you must create an operation for the respective API and then execute the operation. Executing an operation involves making the API call and displaying the response.
This section provides steps to create an operation for the Amazon Bedrock AgentCore
Steps to create an operation for the Amazon Bedrock AgentCore:
· Log on to your HCL Foundry. The Dashboard page appears by default.
· In the left pane, click the API Management menu. The APIs tab opens by default.
· Click the Integration tab. The Integration page appears with a list of existing integration services.
· From the list of integration services, select the integration service that you have created with the service type as JavaScript. The Service Definition tab of the selected integration service opens by default.
· Click the Operations List tab. The Operations List tab opens.
· Select the JavaScript library and choose the required operations and click Add Operation
[image: ]

· The AmazonBedrockAgentCore_amazonAgentCores operation is listed in the Configured Operations section.

[image: ]

· Note: You can follow the same steps to create operations for other methods, but ensure that you select the required JS Library.
· You can create multiple operations with required JS Library and save them in the Configured Operations section. You can then execute the operations whenever required.

3. [bookmark: _sz43nj7fp35t]Executing an Operation
Executing an operation involves making the API call by setting the necessary parameters and displaying the response. The procedure to execute any operation is the same, but the request parameters of the APIs vary. For more information on request parameters of API, refer Bedrock API Reference
This section provides steps to execute the AmazonBedrockAgentCore_amazonAgentCores operation (explained in Creating an Operation).
Steps to execute the AmazonBedrockAgentCore_amazonAgentCores:
· Log on to your HCL Foundry. The Dashboard page appears by default.
· In the left pane, click the API Management menu. The APIs tab opens by default.
· Click the Integration tab. The Integration tab opens with a list of existing integration services. Open AmazonBedrockAgentCore service .
· Click the Operations List tab.
· Under the Configured Operations section,  click  the AmazonBedrockAgentCore_amazonAgentCores  operation. The AmazonBedrockAgentCore_amazonAgentCores tab opens with the Request Input sub-tab opened by default.
[image: ]
· In the Name box, the name of the operation is displayed by default. If you want, you can change the name.
· On the Request Input tab, in the Body section, for the following parameters, specify the values in the respective boxes under the Test Value column.
	
	Parameter
	Description
	Syntax Example

	operationType (Required)
	Specifies the type of operation to perform. To invoke a Harness, specify invokeHarness.
	"operationType": "invokeHarness"

	region (Required)
	Specifies the AWS region where the AgentCore resource is created.
	"region": "us-east-1"

	accessKey (Required)
	AWS access key used for authentication.
	"accessKey": "AKIA..."

	secretKey (Required)
	AWS secret access key used for authentication.
	"secretKey": "..."

	harnessArn (Required)
	Specifies the ARN of the Harness to invoke.
	"harnessArn": ""

	qualifier (Optional)
	Specifies the endpoint name to invoke. If omitted, the DEFAULT endpoint is used.
	"qualifier": "DEFAULT"

	runtimeSessionId (Required)
	Specifies the session ID for the invocation. Use the same session ID across requests to continue a conversation. Must be between 33 and 100 characters.
	"runtimeSessionId": "test-session-1234567890abcdef1234567890"

	runtimeUserId (Optional)
	An identifier for the end user making the request. Passed through to the runtime container.
	"runtimeUserId": "test-user-001"

	requestBody (Required)
	Contains the message payload and configuration sent to the Harness for this invocation, as a JSON string.
	"requestBody": "{ \"messages\": [...] }"

	messages (Required, within requestBody)
	Specifies the messages to send to the agent.
	"messages": [ { "role": "user", "content": [ { "text": "Hello, can you confirm you are working?" } ] } ]

	role (Required, within messages)
	Specifies the role of the message sender.
	"role": "user"

	content (Required, within messages)
	Specifies the content blocks of the message.
	"content": [ { "text": "..." } ]



Note: Similarly, for other operations, the required keys and values must be provided manually according to the Bedrock API Reference.
· Click SAVE OPERATION.
· Click SAVE AND FETCH RESPONSE. The Output Result dialog appears with the response. Otherwise, the Output Result shows an error.

[image: ]

4. [bookmark: _hhm3uvozmqy9]Create and Configure Amazon Bedrock AgentCore Setup
[bookmark: _428kann6emnq]Step 1: Select AWS Region
· Log in to the AWS Management Console.
· Look at the top-right corner of the page next to your account name.
· Click the Region dropdown.
· Select your desired region (e.g., US East (N. Virginia) us-east-1).
[bookmark: _b8ushqbhp556]Step 2: Configure an AgentCore Harness
· In the Amazon Bedrock AgentCore console, open Build and select Harness or Runtime.
· Create the Harness resource or deploy the Runtime agent according to the selected build path.
· Record the generated AgentCore resource identifier and invocation endpoint.
· Confirm that the AgentCore resource and Foundry backend use the same AWS Region.
· Configure the model, system prompt, tools, and protocol settings required by the agent.
· Save the Harness or Runtime configuration and test it in the AgentCore console.
[bookmark: _sxo98yq67shf]Step 3: Configure AgentCore capabilities
· Add only the Gateway tools, Memory resources, Identity credentials, or built-in tools required by the use case.
· For Gateway tools, allowlist the target APIs and define their input and output schemas.
· For Memory, define the application namespace and conversation ownership rules.
· For Identity, configure the approved inbound and outbound authentication flow.
· Save the capability configuration and retest the agent after each capability change.
· Confirm that the agent can invoke only the configured capabilities.
[bookmark: _8unh2eh60qr6]Step 4: Create the AgentCore workload role
· In the top search bar, type IAM and click IAM.
· In the left menu, click Roles.
· Click Create role.
· Select Custom trust policy.
· Clear the text box completely and paste this exact JSON trust policy (replace YOUR_ACCOUNT_ID with your actual 12-digit AWS account ID):
		
	{
    "Version": "2012-10-17",
    "Statement": [
        {
            "Sid": "GetGateway",
            "Effect": "Allow",
            "Action": [
                "bedrock-agentcore:GetGateway"
            ],
            "Resource": [
                "arn:aws:bedrock-agentcore:us-east-1:123456789012:gateway/agentcore-gateway-dev-*"
            ]
        },
        {
            "Sid": "GetConfigurationBundleVersion",
            "Effect": "Allow",
            "Action": [
                "bedrock-agentcore:GetConfigurationBundleVersion"
            ],
            "Resource": [
                "arn:aws:bedrock-agentcore:us-east-1:123456789012:configuration-bundle/*"
            ],
            "Condition": {
                "StringEquals": {
                    "aws:ResourceAccount": "${aws:PrincipalAccount}",
                    "aws:RequestedRegion": "us-east-1"
                }
            }
        }
    ]
}



· Click Next.
· Skip adding policies for now and click Next.
· Under the Role name, enter an environment-specific AgentCoreFoundryWorkloadRole.
· Scroll to the bottom and click Create role.
[bookmark: _c5ucraecdlyr]Step 5: Add least-privilege AgentCore permissions
· Inside IAM, click Roles on the left menu.
· Search for and click AgentCoreFoundryWorkloadRole.
· Click the Permissions tab.
· Click Add permissions -> Create inline policy.
· On the top right of the editor, select the JSON button/tab and review the policy before saving it.
· Grant only the AgentCore invocation actions required by the selected Harness or Runtime resource. Keep Gateway, Memory, Identity, and tool permissions separate.
	
	{
  "Version": "2012-10-17",
  "Statement": [
    {
      "Sid": "S3ListBucketStatement",
      "Effect": "Allow",
      "Action": [
        "s3:ListBucket"
      ],
      "Resource": [
        "arn:aws:s3:::amzn-s3-exampleknowledgebasetest"
      ]
    },
    {
      "Sid": "S3GetObjectStatement",
      "Effect": "Allow",
      "Action": [
        "s3:GetObject"
      ],
      "Resource": [
        "arn:aws:s3:::amzn-s3-exampleknowledgebasetest/*"
      ]
    }
  ]
}



· Click Next.
· Under Policy name, enter AgentCoreInvocationPolicy.
· Click Create policy.
[bookmark: _tbngfrs622aa]Step 6: Configure the Foundry backend identity
· In the left IAM menu, click Users.
· Click Create user.
· Use the Foundry workload identity or an approved server-side role for AgentCore calls.
· Do not place long-lived AWS access keys or secrets in Volt MX Iris or in client request parameters.
· Click Next.
· Select Attach policies directly (or leave defaults) and click Next.
· Click Create user.
[bookmark: _jx91bz2kh7uq]Step 7: Add the Foundry caller policy
· Inside IAM, click Users on the left menu.
· Select the Foundry workload role used by the integration service.
· Click the Permissions tab.
· Click Add permissions -> Create inline policy.
· Select the JSON tab/editor.
· Define a caller policy for the selected AgentCore resources and operations. Replace placeholders with the target AWS account, region, resource identifiers, and environment values.

	{
  "Version": "2012-10-17",
  "Statement": [
    {
      "Sid": "Statement1",
      "Effect": "Allow",
      "Action": "bedrock-agentcore:*",
      "Resource": "*"
    }
  ]
}



· Click Next.
· Under Policy name, enter AgentCoreFoundryCallerPolicy.
· Click Create policy.
[bookmark: _c4n5mra4tkym]Step 8: Configure server-side authentication
· Configure the Foundry runtime to obtain short-lived AWS credentials through its workload identity.
· Verify that credentials are available only to the server-side adapter.
· Verify the configured role and region from the Foundry server environment.
· Select the server-side workload identity mechanism approved for the deployment environment.
· Click Next.
· Apply the configuration and restart or redeploy the integration service if required.
· Do not copy, display, or persist secret credentials in the application project.
· Complete the server-side authentication configuration.
[bookmark: _sa1fe1ths921]Step 9: Test the AgentCore resource
· Open Amazon Bedrock AgentCore and select the configured Harness or Runtime resource.
· Open the test or playground view for the resource.
· Submit a representative JSON request using the configured input contract.
· Confirm the resource name and environment are correct.
· Confirm that the resource uses the intended workload role and authentication configuration.
· Select arn:aws:iam::YOUR_ACCOUNT_ID:role/AgentCoreFoundryWorkloadRole from the dropdown.
· Click Next.
· Select the configured Harness or Runtime invocation path.
· Enter a test message and, when applicable, a conversation identifier and approved metadata.
· Click Next.
· Review the response envelope, tool status, citations, and correlation metadata returned by the adapter.
· Click Next, review the settings, and click Create AgentCore resource.
· Copy the generated AgentCore resource identifier and endpoint for the Foundry configuration.
[bookmark: _jbe79c4nqmo7]Step 10: Validate the end-to-end application flow
· In Volt MX Iris, call the Foundry operation with a representative user message.
· Click on the Data source link to view details and copy the Data Source ID (e.g., YCGGLUL6SQG).
· Confirm that the agent response is normalized into message text, citations, action status, and safe correlation metadata.
· Review AgentCore Observability for latency, token usage, tool calls, errors, and traces.
5. [bookmark: _k9vcgzgfkmz9]Publishing the App to Volt MX Foundry
After you set the Operation Security Level, you must publish the HCL Volt MX Foundry app. To publish the HCL Volt MX Foundry, follow these steps:
In Volt MX Iris, click DATA & SERVICES, and then click Publish Project Services to Publish to your foundry app. 
	[image: ]
Select the environment to which you want to publish your app, and then click Publish. After the app is published to your environment, the following window appears confirming the publish.

[image: ]




F. Building the app
From the menu bar, go to Build and then select Build Native Local.
[bookmark: _b2nwb2u5lldb][image: A screenshot of a computer

AI-generated content may be incorrect.]
For Harness or Runtime, select AWS IAM workload role and AgentCore endpoint and response contract. Click Build.
[image: ]


[image: ]
After the build is successful, run the app on your mobile device















H. Application Flow
Note - Update the harnessArn and memoryId fields to match your newly provisioned AWS resources,  follow the  steps. Apply these modifications within the frmHomeController and frmHistorySessionController files.
[image: ]
1. Chat Screen: Start a conversation by entering a new IT-related concern in the chat input field.
[image: ]
2. Chat Response: View the IT Helpdesk Assistant’s response, including troubleshooting steps and recommended actions.
[image: ]







3. History and Recall: Open the History and Recall screen to view previous IT support conversations. Select a conversation from the list to continue it.
[image: ]






4. Continue Conversation: After selecting a previous conversation, return to the chat screen and continue the discussion from where it ended.
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3.  REFERENCES
A. Endpoint Documentation
Bedrock API Reference

[bookmark: _pxp0xiemuryt]4.  REVISION HISTORY
App version 1.0.0:
A. Known Issues
None 
B. Limitations
None




image10.png
Service Definition Operations List

JS Library Function
AmazonBedrockAger ~ None selected - ADD OPERATION
Select all

Configured Operations amazonBedrockAgentCore




image9.png
JS Library Function

AmazonBedrockAger ~ None selected - D OPERATION

Configured Operations

NAME FUNCTION MODIFIED BY MODIFIED ON

AmazonBedrockAge... AmazonBedrockAge... Prashant Gupta 15 Sep 2026 10:14 UTC




image3.png
Request Input Response Output

Body

+ Add Parameter

NAME

o«

operationType
region
accessKey
secretKey
harnessArn
runtimeSessionld
runtimeUserld

requestBody

VALUE (2)

request
request
request
request
request
request
request

request

Defanlt valuie will be 1iced if Teet valile ic emnty

>

«

TEST VALUE

InvokeHarness

us-east-1

AKIAVY2PGYBO...

f/eFCATKao2FV8...

arn:aws:bedrock-...

test-session-1234...

test-user-001

{"messages":[{"ro...

DEFAULT VALUE

DATA TYPE

string
string
string
string
string
string
string

string

Marketplace Dev

ENCODE DESCRIPTION

AN N VR U U U W N

- SAVE AND FETCH RESPONSE




image1.png
Test Log
Request Payload [C]
{

"operationType": "InvokeHarness",
"region": "us-east-1",
"accessKey": "AKIAVY2LN",

agentcore:us-east-
first_test_agent-1hDQGLEDSL",
"runtimeSessionld": "test-session-
1234567890abcdef1234567890",
"runtimeUserld": "test-user-001",
"requestBody": "{\"'messages\"[{\"role\":\"user\",\"content\":
[{\"text\":\"Hello, can you confirm you are working?\"}]}]}"
}

Output Result
A

2. “response”: "Yes, confirmed — fully operational! This is check #15 for your AgnesAI + VoltMX integration project. Ready to assist whenev

sam. @",
3. “opstatus”: 0,
4. "httpStatusCode":
5. }

@ .,




image2.png
My App Store - @B HCL Marketplace Content - Develo.. = g4 Challa Pooja
PROPERTIES DATA & SERVICES
Volt Foundry Backend: Google Gemini Video Understanding —_—
Open Foundry Console
> SAMPLE SERVICES Create New App

> PROJECT SERVICES Link to Existing App

Manage Linked Apps
Export App to Foundry
Import App from Foundry
Unlink App

Generate Object Model
Configure Environments

View Form Mapping

Publish Project Services




image15.png
. Amazon Bedrock AgentCore ¢ 10~

Manage Client App Assets Publish

Configure Services

(0, Service & Web Client [ Native Client

DEFAULT VERSION

° Marketplace Dev

SERVICE CONFIG APP STATUS

CONSOLES
<) (& ) (23 ® @y Custom (@ Published

15 Sep 2026 10:18 UTC

ENVIRONMENT STATUS ()

Available

HRRINEY

HISTORY & ROLLBACK

) Snapshots

UNPUBLISH CONFIGURE & PUBLISH PUBLISH




image5.png
B Voit MX Iris

Project Edit Build

DESIGN





image6.png
Build Native Local

Post Build Action  Generate Native App
The Post Build Action is initiated after the Build is complete. The “Generate
Native App” action generates a Native application and saves it on your file
system. As part of this action, backend services are also published to
Foundry.
Platform and Channels

{J moBILE

& ios

i Android

[ TaBLeT

& ios

i Android

@ univERsAL @

Environment  Marketplace Dev v9.5 Change

Build Mode Debug (i) Clean Build

Strict Mode @





image7.png
Volt MX Iris

Build Native Local completed





image8.png
// integration service, never shipped inside the Iris client bundle.
var AGENTCORE CONFIG = {
region: "us-east-1",
harnessArn:
"REPLACE_WITH_YOUR_HARNESS_ARN",
memoryId: "REPLACE_WITH YOUR_MEMORY ID",
actorId: "default",

// ListEvents interleaves agent-state "blob" events with conversation




image14.png
12:38 ¢ T @

(.\g IT HELPDESK ASSISTANT
i Chat

Describe the IT issue.




image16.png
12:40 ¢ T @&

@ T HELPDESK ASSISTANT
Chat
what to do for vpn error 809 e

Let me look that up for you right
away!Here's what to do for VPN Error
809, Sam (KB-NET-201):

VPN Error 809 — Fix Steps

Error 809 means the network path to the
VPN gateway could not be established
(captive portal, blocked traffic, or stale
connection).

Describe the IT issue..
/T\




image13.png
12:40 ¢ T @&

IT HELPDESK ASSISTANT

History and Recall « Back to Chat

i
i

& Search sessions and memories...
what are the things p... 22 Sep
D ..19dc0ad2f69a

is it online? 22 Sep
D ..70083ee48752

hi 6 Sep
D ...3h95x78xd2aj

hi 6 Sep
D ...btdOecbplf50
hi 6 Sep

D ...e7q6ej7zvom6

hi 6 Sep

D ...5cvcuwsj3als

hi 1Sep
D ...55cfaacab19f

asset overview 28 Aug
D ...7c7ed02dc065

provide asset overview 28 Aug




image17.png
12:40 ¢ T @&

r.j IT HELPDESK ASSISTANT
Chat

hi, can you help in it
helpdesh assistant?

Hi Sam! . Yes, absolutely — I'm here
to help as your IT Helpdesk Assistant!

I can assist you with things like:

. \ Troubleshooting technical
issues
e =8 Support tickets & SLAs

e 4/ Security guidance

= 2

what are the things present in

your storage?

Great question, Sam! Let me query the
knowledge base to see what information
is available.

Here's a summary of what's in my
knowledge base, Sam! E

Describe the IT issue..




image12.png
New Project Volt MX Iris

Open

Open File
MapFeature S DESIGN

Project Thel
(1] Delete

Link Micro App (from Workspace)
Import Micro App

©® & @ N

Settings

Export Theme to Library i18n resources

roject Themes

>

N Refresh
) ,

Import | Local Project >  Open as New Project 0 i

- > Export Cloud Project Add to Current Project ) From a Folder
[ >

>

>

(0

Fonts
> Switch Workspace . .
Component into Library

> I:I frmSearchRoutes .
Custom Web Widget

v [] Controllers

P




image11.png
AWSBedrockAgents v

Project Themes Templates Assets Q=

== AWSBedrockAgents

v [] Mobile
Splash Screen
v Forms
v frmChat
> D flxMain
v I:I frmHistorySession
v D flxMain
> D flxHeading
> flxScroll
> D flxSearch
> [] Controllers

N (D Navimatinm

v





image4.png
PROPERTIES DATA & SERVICES
Volt Foundry Backend: Amazon Bedrock AgentCore  Refresh —

> SAMPLE SERVICES
> PROJECT SERVICES




