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1. OVERVIEW
Amazon Bedrock AgentCore provides modular building blocks for production AI agents. Harness supports configuration-first agents, while AgentCore hosts code-based agents built with frameworks such as Strands Agents, LangGraph, CrewAI, LlamaIndex, Google ADK, or custom orchestration.
This guide describes how to expose AgentCore to a Volt MX Iris application through a Volt MX Foundry integration service. Foundry is the application boundary: it authenticates the caller, protects AWS credentials, maps conversations, invokes AgentCore, and normalizes the response for Iris.

A. Use case:
· Conversational AI: Multi-turn assistants exposed through a Volt MX Iris application.
· Enterprise automation: Agents that call approved internal APIs through AgentCore Gateway.
· Knowledge assistance: Retrieval and question answering using supported knowledge capabilities.
· Workflow orchestration: Custom agent loops deployed to AgentCore AgentCore.
· Secure third-party operations: User-authorized service calls using AgentCore Identity.

B. Features:
· Harness: Managed model, prompt, and tools configuration for rapid proofs of concept.
· AgentCore: Serverless, isolated hosting for framework-based agent code.
· Gateway: MCP-compatible tool boundary for APIs, Lambda functions, and services.
· Memory: Short-term and long-term memory options for continuity across interactions.
· Identity: Inbound caller identity and outbound credentials for tool access.
· Observability: Traces and operational metrics for agent and tool execution.
· Built-in tools: Browser, Code Interpreter, and Knowledge Base capabilities where enabled.

C. Percentage of re-use:
90% (Data can be customizable and customers need to implement UI by themselves). 
2. GETTING STARTED
A. Prerequisites
Before you start using the Amazon Bedrock AgentCore data adapter, ensure you have the following: 

· HCL Foundry
· AWS Account

Reference document: https://us-east-1.console.aws.amazon.com/bedrock/home?region=us-east-1#/

B. Creating an Integration Service with Amazon Bedrock AgentCore
To create an integration service with Amazon Bedrock AgentCore, do the following:
1. Log on to your HCL Foundry The Dashboard page appears by default.
2. In the left pane, click the API Management menu. The APIs tab opens by default.
3. In the Foundry Apps, click "Add New" to create an Amazon Bedrock AgentCore Adapter.
[image: ]

4. Click the Integration tab. The Integration tab opens with a list of existing integration services.
5. Click CONFIGURE NEW. The Service Definition tab opens.
6. In the Name box, type a unique name for your service.
7. From the Service Type list, Select JavaScript.
[image: ]
8. After selecting the service type, upload a JavaScript file or select an existing one.
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9. Click Save and Add Operation
[image: ]
C. [bookmark: _25pb3kgwkaur]Creating an Operation
To make any API call in the Volt MX Foundry console, you must create an operation for the respective API and then execute the operation. Executing an operation involves making the API call and displaying the response. For more information, see Executing an Operation.
This section provides steps to create an operation for the Amazon Bedrock AgentCore
Steps to create an operation for the Amazon Bedrock AgentCore:
1. Log on to your HCL Foundry. The Dashboard page appears by default.
2. In the left pane, click the API Management menu. The APIs tab opens by default.
3. Click the Integration tab. The Integration page appears with a list of existing integration services.
4. From the list of integration services, select the integration service that you have created with the service type as JavaScript. The Service Definition tab of the selected integration service opens by default.
5. Click the Operations List tab. The Operations List tab opens.
6. Select the JavaScript library and choose the required operations and click Add Operation
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9. The amazonbedrockAgentCore_amazonBedrockAgentCore operation is listed in the Configured Operations section.
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Note: You can follow the same steps to create operations for other methods, but ensure that you select the required JS Library.
You can create multiple operations with required JS Library and save them in the Configured Operations section. You can then execute the operations whenever required.
D. [bookmark: _sk7k7ex20q8j]Executing an Operation
Executing an operation involves making the API call by setting the necessary parameters and displaying the response. The procedure to execute any operation is the same, but the request parameters of the APIs vary. For more information on request parameters of API, refer https://us-east-1.console.aws.amazon.com/bedrock/home?region=us-east-1#/providers
This section provides steps to execute the  amazonbedrockAgentCore  operation (explained in Creating an Operation).
Steps to execute the amazonbedrockAgentCore:
1. Log on to your HCL Foundry. The Dashboard page appears by default.
2. In the left pane, click the API Management menu. The APIs tab opens by default.
3. Click the Integration tab. The Integration tab opens with a list of existing integration services. Open AmazonBedrockAgentCore service .
5. Click the Operations List tab.
6. Under the Configured Operations section,  click  the amazonbedrockAgentCore   operation. The amazonbedrockAgentCore tab opens with the Request Input sub-tab opened by default.
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7. In the Name box, the name of the operation is displayed by default. If you want, you can change the name.
8. On the Request Input tab, in the Body section, for the following parameters, specify the values in the respective boxes under the Test Value column.




Mandatory Parameters
1. For Invoke,Harness,Gateway,Memory operations

		
	Parameter
	Description
	Syntax Example

	operationType (Required)
	Specifies the type of operation to perform. To invoke a Harness, specify invokeHarness.
	"operationType": "invokeHarness"

	region (Required)
	Specifies the AWS region where the AgentCore resource is created.
	"region": "us-east-1"

	accessKey (Required)
	AWS access key used for authentication.
	"accessKey": "AKIA..."

	secretKey (Required)
	AWS secret access key used for authentication.
	"secretKey": "..."

	harnessArn (Required)
	Specifies the ARN of the Harness to invoke.
	"harnessArn": ""

	qualifier (Optional)
	Specifies the endpoint name to invoke. If omitted, the DEFAULT endpoint is used.
	"qualifier": "DEFAULT"

	runtimeSessionId (Required)
	Specifies the session ID for the invocation. Use the same session ID across requests to continue a conversation. Must be between 33 and 100 characters.
	"runtimeSessionId": "test-session-1234567890abcdef1234567890"

	runtimeUserId (Optional)
	An identifier for the end user making the request. Passed through to the runtime container.
	"runtimeUserId": "test-user-001"

	requestBody (Required)
	Contains the message payload and configuration sent to the Harness for this invocation, as a JSON string.
	"requestBody": "{ \"messages\": [...] }"

	messages (Required, within requestBody)
	Specifies the messages to send to the agent.
	"messages": [ { "role": "user", "content": [ { "text": "Hello, can you confirm you are working?" } ] } ]

	role (Required, within messages)
	Specifies the role of the message sender.
	"role": "user"

	content (Required, within messages)
	Specifies the content blocks of the message.
	"content": [ { "text": "..." } ]



9. Click SAVE OPERATION.
10. Click SAVE AND FETCH RESPONSE. The Output Result dialog appears with the response. Otherwise, the Output Result shows an error.
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[bookmark: _1n3oeyh40bo1]E.  Create and Configure Amazon Bedrock AgentCore Setup
[bookmark: _428kann6emnq]Step 1: Select AWS Region
· Log in to the AWS Management Console.
· Look at the top-right corner of the page next to your account name.
· Click the Region dropdown.
· Select your desired region (e.g., US East (N. Virginia) us-east-1).
[bookmark: _b8ushqbhp556]Step 2: Configure an AgentCore Harness
· In the Amazon Bedrock AgentCore console, open Build and select Harness or Runtime.
· Create the Harness resource or deploy the Runtime agent according to the selected build path.
· Record the generated AgentCore resource identifier and invocation endpoint.
· Confirm that the AgentCore resource and Foundry backend use the same AWS Region.
· Configure the model, system prompt, tools, and protocol settings required by the agent.
· Save the Harness or Runtime configuration and test it in the AgentCore console.
[bookmark: _sxo98yq67shf]Step 3: Configure AgentCore capabilities
· Add only the Gateway tools, Memory resources, Identity credentials, or built-in tools required by the use case.
· For Gateway tools, allowlist the target APIs and define their input and output schemas.
· For Memory, define the application namespace and conversation ownership rules.
· For Identity, configure the approved inbound and outbound authentication flow.
· Save the capability configuration and retest the agent after each capability change.
· Confirm that the agent can invoke only the configured capabilities.
[bookmark: _8unh2eh60qr6]Step 4: Create the AgentCore workload role
· In the top search bar, type IAM and click IAM.
· In the left menu, click Roles.
· Click Create role.
· Select Custom trust policy.
· Clear the text box completely and paste this exact JSON trust policy (replace YOUR_ACCOUNT_ID with your actual 12-digit AWS account ID):
		
	{
    "Version": "2012-10-17",
    "Statement": [
        {
            "Sid": "GetGateway",
            "Effect": "Allow",
            "Action": [
                "bedrock-agentcore:GetGateway"
            ],
            "Resource": [
                "arn:aws:bedrock-agentcore:us-east-1:123456789012:gateway/agentcore-gateway-dev-*"
            ]
        },
        {
            "Sid": "GetConfigurationBundleVersion",
            "Effect": "Allow",
            "Action": [
                "bedrock-agentcore:GetConfigurationBundleVersion"
            ],
            "Resource": [
                "arn:aws:bedrock-agentcore:us-east-1:123456789012:configuration-bundle/*"
            ],
            "Condition": {
                "StringEquals": {
                    "aws:ResourceAccount": "${aws:PrincipalAccount}",
                    "aws:RequestedRegion": "us-east-1"
                }
            }
        }
    ]
}



· Click Next.
· Skip adding policies for now and click Next.
· Under the Role name, enter an environment-specific AgentCoreFoundryWorkloadRole.
· Scroll to the bottom and click Create role.
[bookmark: _c5ucraecdlyr]Step 5: Add least-privilege AgentCore permissions
· Inside IAM, click Roles on the left menu.
· Search for and click AgentCoreFoundryWorkloadRole.
· Click the Permissions tab.
· Click Add permissions -> Create inline policy.
· On the top right of the editor, select the JSON button/tab and review the policy before saving it.
· Grant only the AgentCore invocation actions required by the selected Harness or Runtime resource. Keep Gateway, Memory, Identity, and tool permissions separate.
	
	{
  "Version": "2012-10-17",
  "Statement": [
    {
      "Sid": "S3ListBucketStatement",
      "Effect": "Allow",
      "Action": [
        "s3:ListBucket"
      ],
      "Resource": [
        "arn:aws:s3:::amzn-s3-exampleknowledgebasetest"
      ]
    },
    {
      "Sid": "S3GetObjectStatement",
      "Effect": "Allow",
      "Action": [
        "s3:GetObject"
      ],
      "Resource": [
        "arn:aws:s3:::amzn-s3-exampleknowledgebasetest/*"
      ]
    }
  ]
}



· Click Next.
· Under Policy name, enter AgentCoreInvocationPolicy.
· Click Create policy.
[bookmark: _tbngfrs622aa]Step 6: Configure the Foundry backend identity
· In the left IAM menu, click Users.
· Click Create user.
· Use the Foundry workload identity or an approved server-side role for AgentCore calls.
· Do not place long-lived AWS access keys or secrets in Volt MX Iris or in client request parameters.
· Click Next.
· Select Attach policies directly (or leave defaults) and click Next.
· Click Create user.
[bookmark: _jx91bz2kh7uq]Step 7: Add the Foundry caller policy
· Inside IAM, click Users on the left menu.
· Select the Foundry workload role used by the integration service.
· Click the Permissions tab.
· Click Add permissions -> Create inline policy.
· Select the JSON tab/editor.
· Define a caller policy for the selected AgentCore resources and operations. Replace placeholders with the target AWS account, region, resource identifiers, and environment values.

	{
  "Version": "2012-10-17",
  "Statement": [
    {
      "Sid": "Statement1",
      "Effect": "Allow",
      "Action": "bedrock-agentcore:*",
      "Resource": "*"
    }
  ]
}



· Click Next.
· Under Policy name, enter AgentCoreFoundryCallerPolicy.
· Click Create policy.
[bookmark: _c4n5mra4tkym]Step 8: Configure server-side authentication
· Configure the Foundry runtime to obtain short-lived AWS credentials through its workload identity.
· Verify that credentials are available only to the server-side adapter.
· Verify the configured role and region from the Foundry server environment.
· Select the server-side workload identity mechanism approved for the deployment environment.
· Click Next.
· Apply the configuration and restart or redeploy the integration service if required.
· Do not copy, display, or persist secret credentials in the application project.
· Complete the server-side authentication configuration.
[bookmark: _sa1fe1ths921]Step 9: Test the AgentCore resource
· Open Amazon Bedrock AgentCore and select the configured Harness or Runtime resource.
· Open the test or playground view for the resource.
· Submit a representative JSON request using the configured input contract.
· Confirm the resource name and environment are correct.
· Confirm that the resource uses the intended workload role and authentication configuration.
· Select arn:aws:iam::YOUR_ACCOUNT_ID:role/AgentCoreFoundryWorkloadRole from the dropdown.
· Click Next.
· Select the configured Harness or Runtime invocation path.
· Enter a test message and, when applicable, a conversation identifier and approved metadata.
· Click Next.
· Review the response envelope, tool status, citations, and correlation metadata returned by the adapter.
· Click Next, review the settings, and click Create AgentCore resource.
· Copy the generated AgentCore resource identifier and endpoint for the Foundry configuration.
[bookmark: _jbe79c4nqmo7]Step 10: Validate the end-to-end application flow
· In Volt MX Iris, call the Foundry operation with a representative user message.
· Click on the Data source link to view details and copy the Data Source ID (e.g., YCGGLUL6SQG).
· Confirm that the agent response is normalized into message text, citations, action status, and safe correlation metadata.
· Review AgentCore Observability for latency, token usage, tool calls, errors, and traces.

3. Publishing the App to Volt MX Foundry
After adding Amazon Bedrock AgentCore to your app and configuring the necessary configurations, you must publish the app to Volt MX Foundry. For more information, refer to Publish a Project to Volt MX Foundry.

If you want to use the services in client applications, you need to publish the app to a run-time environment. 
[image: ]
You can also link the Volt Foundry app to a client application. 

4. Reference Document:    
      https://us-east-1.console.aws.amazon.com/bedrock/home?region=us-east-1#/


5. REVISION HISTORY
App version 1.0.0:
E. Known Issues
None
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